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Agenda

‣ Kenna’s new API documentation

‣ Overview of some of our favorite endpoints

‣ From endpoints to scripts

‣ Kenna Public Script Repository

‣ Demos with some interesting scripts

‣ Q&A



To be 
fair … 
we did 
say it



New API Documentation
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ü Several features improve navigation

Ø Alphabetically ordered

Ø Sub-sections are collapsible

Ø Cleaner interface

ü Many more language options for API calls

ü Back-end redesign for accuracy and consistency



Some of our Favorite 
Endpoints
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Getting Metrics

Under the “Asset Group Reporting” endpoint you
can find nine (9) API calls that can be used to
retrieve metrics information from your Kenna
instance, such as:
• Average Days Open by Risk Level Over Time

• False Positive by Risk Level Over Time

• Historical Mean Time To Remediate by Risk Level

• Historical Vulnerability Risk Category Counts

• Past Due Vulnerabilities by Risk Level Over Time

• Historical Risk Meter Scores

• Risk Accepted by Risk Level Over Time

• Total Past Due Vulnerabilities by Risk Level

• Vulnerabilities by Due Date
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Show CVE History

Returns Kenna's CVE score history for one or more
CVE identifiers.

• Customers who have purchased the Kenna.VI+
API may access any CVE.

• Customers who have not purchased Kenna.VI+
API may only access CVEs that correspond to
vulnerabilities within their instance.

Use this endpoint to check when a specific CVE
changed score and if that could be the reason why
some Risk Meters’ scores changed.
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Data Exports

Yes, even though we like data, we still share!

ü Request Data Export (RDE)

ü Check Data Export (CDE)

ü Retrieve Data Export

There are some sample filter options 
in the Postman Collection



From API endpoint(s) to 
Scripts
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Sample script – Download all 
users
High-level design

ü Prepare the API call
Ø Token
Ø Headers
Ø Request Type (GET, PUT, POST, DELETE)

ü Make the API call

ü Get the response

ü Format the response

ü Save the response



Kenna Public Script 
Repository
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Kenna Public Script Repository

The scripts are written to assist customers in
automating common functions on the Kenna Security
Platform or to integrate data not natively support via
Kenna Connectors.

• They are not part of the Kenna Engineering program and
do not participate in a formal SDLC program.

• All the code samples in the All_Samples GitHub repository
are offered “as is” and include no warranty of any kind.



Demos with some 
interesting scripts



API Links & 
Resources
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API Documentation &
Helpful Links
• API Documentation can be found here:
- https://apidocs.kennasecurity.com

• Github – Kenna Toolkit:
- https://github.com/KennaSecurity/toolkit

• Kenna Help Center:
- https://help.kennasecurity.com/hc/en-us

https://apidocs.kennasecurity.com
https://github.com/KennaSecurity/toolkit
https://help.kennasecurity.com/hc/en-us
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Questions?



Thank You!


