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Assets are where the vulnerabilities are
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Active and Inactive Assets
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2 main asset statuses in the Ul

By default, Kenna will only display
Active assets these are assets that
have at least one open risk
associated vulnerability

Asset status can be changed
by adjusting the Asset Inactivity
limit or Manually*
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Asset Settings- Your Limits
Settings » Asset Settings

Flips an asset to inactive state if SettngName | Vaiue | Doscription
it h a S n Ot b e e n Se e n i n t h e ti m e AssetLIirr\T::tivity :(e): If an asset is not seen by a scanner for this number of days it will automatically be marked as inactive.
pe riod CO nfi g u red i n t h e 'Asset Asset Purge 100000 After an asset flips to inactive it will be deleted from the Kenna Security platform after this number of days if

Period Days not returned to active.

Inactivity Limit' setting.

Settings » Asset Settings » Edit
The asset will automatically flip

back to 'Active' if subsequently sty it O30 00
OQODays

seen by the scanner and e

i ngestEd . O Custom Days

We recommend a value between 30 and 180 for Asset
Inactivity Limit.

Inactive assets will remain in AcsatPurge Parcd 0300830
Kenna until the end of the Asset oo
Purge Period © Custom Days
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Inactive / Purge — What is the difference?

* In Kenna.VM, active assets count towards your purchased license amount, including assets that have no
vulnerabilities. Inactive assets do not count toward your purchased license amount.

* Risk Meters and dashboard visualizations which include inactive assets may change when assets are purged.

* Purging assets is permanent and will also purge all vulnerabilities associated with the assets.

Connector runs will not import assets which fall outside of the Asset Purge Period.
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Kenna Asset Score

Kenna applies a score to assets
The score ranges from 0 — 1000

The asset score is calculated by the
highest level vulnerability multiplied by
the asset priority

Kenna will apply a 200-point bump to an
asset score if we think its external

An IP other than 10.*%, 172.16.0.0 —
172.31.255.255 and 192.168.* to be
external
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Status

Score
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Score v Priority Locator 0s

800 8 AXIS - Linux - Linux - 2.6)

Name

CVE-2011-3192

The byterange filter in the Apache HTTP Server 1.3.x, 2.0.x through 2.0.64, and 2.2.x through 2.2.19 allows remote attackers to
cause a denial of service (memory and CPU consumption) via a Range header that expresses multiple overlapping ranges, as
exploited in the wild in August 2011, a different vulnerability than CVE-2007-0086.
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Asset Priority

- Kenna allows customers to
prioritize assets within the platform

- Asset prioritization allows
customers to identify and manage
assets that are critical to the
organization

- The asset priority range is 0 — 10

- We do not advise customers to set
prioritization below a 7
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- What is an asset tag - Metadata about
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Asset Locators & De-duplication

In a customer environment where multiple sources of vulnerability data are ingested and where those may include the same
asset, Kenna makes every attempt not to create duplicate assets.

To achieve this, Kenna uses a process called "locator ordering" (aka asset matching) which is a step system
based upon matching conditions of 'true’, false' or nil'.

Each connector* is set to a default locator order for the step system to match to, in sequential order.

The locator order can be modified to allow a particular asset value to take priority.

* There are a couple of unique exceptions where this does not apply
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Default locator order per connector is as follows:

Container identifier

Image identifier

EC2 identifier

MAC address

NetBIOS

external IP address

hostname

URL

file name

fully qualified domain name (FQDN)
internal IP address (RFC 1918)
scanner-specific asset ID (eg Qualys host ID, Nexpose device-id)
database

application
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Deduplication process

TRUE: Using the default locator ordering on the previous page, the first thing Kenna will do is check the
Container identifier field on the incoming asset to see if it matches a Container identifier that you already
have in Kenna (“true”). If the incoming asset matches an asset that is already in Kenna, Kenna will update
any of the other locator fields that have new, non-nil values since the last connector run so that your data is
current.

FALSE: If there is a Container identifier field on the incoming asset and it does not match an asset already in
Kenna (“false”), it will create a new asset.

NIL: If there is no Container identifier on the incoming asset (“nil”), Kenna will move to the next locator in

the priority list and continue down the list until Kenna finds an incoming locator that has data on which to
match (“true”) or not match (“false”).
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MAC
NetBIOS
Hostname
IP

Scanner ID

Outcome

Qualys (incoming asset)
Xyz

cba

abc.local

1.2.3.5

4321

Kenna (existing asset)
XyZz

abc

abc.local

1.2.3.4

4321

Skips Container, Image, and EC2 identifiers since there are
none; matches on MAC address (“true”); updates NetBIOS
to “cba” and IP to “1.2.3.5” for the asset in Kenna because
the scanner is bringing in updated information



Ensuring Your Success



Appreciate your time
and patience!
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Thank You! .



